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Housekeeping

Due to the meeting size, your microphone and video will remain off during the 

meeting. 

This public meeting is being recorded. The slides, transcript, and video recording 

will be available on the Foundation website.

Please share your questions and comments for the speakers using the Zoom Q&A 

function.



Today’s Agenda (Eastern Time) 

11 am  Welcome

11:05 am Introductory Remarks: FDA Commissioner Robert M. Califf

11:20 am Session 1: Perspectives from FDA

11:40 am Session 2: Perspectives from the Real World

12 pm  Session 3: Online Availability of Controlled Substances: A Snapshot

1 pm  Session 4: Going Beyond the Message

1:15 pm Session 5: Perspectives from the Tech Sector

1:55 pm Closing Remarks

2 pm  Adjourn



Introductory Remarks

Robert M. Califf, MD
Commissioner of Food and Drugs
U.S. Food and Drug Administration





Perspectives from FDA

Leigh Verbois, PhD
Director, Office of Drug Security, Integrity, and 
Response
Office of Compliance
U.S. Food and Drug Administration



2024 Online Controlled Substances Summit
Protect consumers and reduce illegal online sale

Leigh Verbois, PhD

Director of Office of Drug Security, Integrity, and Response

Office of Compliance, Center for Drug Evaluation and Research
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CDER Office of Compliance’s Mission

To shield the public from poor-quality, 
unsafe, and ineffective drugs 
through proactive compliance 
strategies and risk-based enforcement 
actions
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Compliance’s Mission Supports 
FDA’s Overdose Prevention Framework (OPF)

FDA’s OPF consists of four overarching priorities that align with the HHS Overdose 
Prevention Strategy to address the overdose crisis 

• Supporting primary prevention by eliminating unnecessary initial prescription drug 
exposure and inappropriate prolonged prescribing

 
• Encouraging harm reduction through innovation and education

• Advancing development of evidence-based treatments for substance use disorders

• Protecting the public from unapproved, diverted, or counterfeit drugs presenting 
overdose risks

https://www.hhs.gov/overdose-prevention/
https://www.hhs.gov/overdose-prevention/
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There are serious risks associated 
with controlled substances obtained online

Despite the tremendous health risks, 
continued misuse of websites and 
other online platforms makes it far 
too easy for consumers to purchase 
these dangerous products.
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Real-Life Consequences
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to operators of websites unlawfully selling 
unapproved and misbranded controlled 
substances to U.S consumers in violation of 
the Federal Food, Drug, and Cosmetic Act. 
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FDA Warning Letters to Online Sites

December 14, 2023

April 12, 2022



Diverse Expert Perspectives from Multiple Sectors

Internet 
Stakeholders

Government International Academia
Trade and 
Advocacy
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Evolution of FDA’s
Online Opioid and Controlled Substances Summits

2018 Online Opioid Summit

2019 Online Opioid Summit

2021 Online Opioid Summit

2023 Online CS Summit

2024 Online CS Summit

Laid foundation for the 
adoption of concrete steps 
by stakeholders

Focused on the role of 
registries and registrars

Expanded stakeholder 
participation and encouraged 
enhanced collaboration, in 
addition to addressing the 
evolving landscape

Today… 

Identified four recurring themes to ensure 
that we were able to effectively 
communicate, coordinate, and collaborate 
through a holistic approach



Recognition that online sale of controlled 
substances is a complex, evolving, and global issue

Multi-faceted strategies that address both supply 
and demand

Comprehensive solutions designed to change 
consumer behaviors and protect public health

Collaboration is essential



Perspectives from FDA

Dan Burke
Chief, Investigative Services Division
Office of Criminal Investigations
U.S. Food and Drug Administration
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Office of  Criminal Investigations



“[y]ou are giving too many side effects.  
Please remember we are trying to sell 
the medication and not discourage 
people from buying it.” 

21

Quotes from “Pharmacists”



You f***ing people killed my daughter [REDACTED] by 
sending her pain meds. without a prescription. Your 
company needs to be shut down. My daughter 
committed suicide. Think about what u r doing to young 
people when just care about the money u take!!!

==================
[message forwarded to site administrator]
just thought id tell you  about this poor thing!! 
She was a very regular customer- -- 22

Quotes from “Pharmacists”
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29Source:  FDA  “Incognito Market” Owner Arrested for Operating One of the Largest Illegal Narcotics Marketplaces on the Internet | FDA

An indictment is merely an allegation. All defendants are presumed innocent until proven guilty beyond a reasonable doubt in a court of law

https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/press-releases/incognito-market-owner-arrested-operating-one-largest-illegal-narcotics-marketplaces-internet


30Source:  FDA  “Incognito Market” Owner Arrested for Operating One of the Largest Illegal Narcotics Marketplaces on the Internet | FDA

An indictment is merely an allegation. All defendants are presumed innocent until proven guilty beyond a reasonable doubt in a court of law

https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/press-releases/incognito-market-owner-arrested-operating-one-largest-illegal-narcotics-marketplaces-internet


31Source:  FDA  “Incognito Market” Owner Arrested for Operating One of the Largest Illegal Narcotics Marketplaces on the Internet | FDA

An indictment is merely an allegation. All defendants are presumed innocent until proven guilty beyond a reasonable doubt in a court of law

https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/press-releases/incognito-market-owner-arrested-operating-one-largest-illegal-narcotics-marketplaces-internet


32Source:  Incognito Darknet Market Mass-Extorts Buyers, Sellers – Krebs on Security

An indictment is merely an allegation. All defendants are presumed innocent until proven guilty beyond a reasonable doubt in a court of law

https://krebsonsecurity.com/2024/03/incognito-darknet-market-mass-extorts-buyers-sellers/
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Perspectives from the Real World

Coreen Johnson
Young People in Recovery



YOUNG PEOPLE IN 
RECOVERY,  SENIOR 
PROJECT 
COORDINATOR

COREEN JOHNSON-



THE RISK OF PURCHASING CONTROLLED 
SUBSTANCES ONLINE



RISKS

Many risks are associated with purchasing substances online.  

• Legal Consequences: Legal Action

• Health Risks: Contamination, incorrect dosage, unknown ingredients

• Self Harm Risks: Infections, poisoning, addiction

• Safety Concerns: Quality, Safety, Authenticity



LEGAL CONSEQUENCES

As with purchasing any illegal substances there are legal precautions that can take place.  

• Buying controlled substances is illegal

• Potential legal action

• Criminal Charges



HEALTH RISKS

• Contamination of substances

• Overdose: Unregulated dosages increase the risk of 
overdose.

• Lack of Medical Oversight: Missing professional guidance 
on safe use.



METHODS OF PURCHASING ILLEGAL 
SUBSTANCES ONLINE
Dark Web Marketplaces

• Access: Requires special software like Tor to access hidden 
websites.

• Transactions: Typically use cryptocurrencies (e.g., Bitcoin) to 
maintain anonymity.

• Risks: High risk of scams, law enforcement stings, and receiving 
dangerous substances.



SOCIAL MEDIA

Social Media and Messaging Apps

• Platforms: Instagram, Snapchat, WhatsApp, Telegram, and other 
encrypted messaging apps.

• Communication: Buyers and sellers use direct messaging to 
arrange deals.

• Risks: High risk of scams, law enforcement monitoring, and exposure 
to dangerous substances.



ONLINE FORUMS AND 
COMMUNITIES

• Platforms: Various forums, Reddit subreddits, or specialized online 
communities.

• Transactions: Often move to private messaging after initial contact.

• Risks: Similar risks of scams, legal consequences, and harmful 
products.



SAFER ALTERNATIVES

Professional Help: 
• Seek support from healthcare providers or counselors for 

substance-related issues.
• Legal Channels: Use licensed pharmacies and follow legal 

procedures for obtaining necessary medications.
• Support Groups: Engage with community support groups for 

addiction and substance misuse.
• Use Harm Reduction approaches such as the never-use-alone 

hotline and ALWAYS carry NARCAN.  
 



coreen.braden@youngpeopleinrecovery.orgyoungpeopleinrecovery.org

Young People in Recovery

Young People in Recovery

CONTACT US

@youngpeopleinrecovery

@yngpplrecovery



Chris Wilks, PhD, MPA
Health Management Associates

Perspectives from the Real World



July 2024

Online Purchasing of 
Controlled Substances

KEY INFORMANT INTERVIEWS



©2023 LEAVITT PARTNERS 48

Interviews Overview

• Who: Professionals currently in or who used 
to be in related fields and people with lived 
experience  

• What: Perceptions about online purchasing 
of controlled substances 

• When: August 2023 to September 2023

• Where: Virtual and Written

Harm Reduction Advocate

Professor of Criminal Justice and Students

University-based Drug Educator

Peer Recovery Specialist

Clinical Social Worker

Attorney General Staffer

Sample Questions 

• How do people purchase controlled substances without a 
prescription? 

• Describe motivation individuals may have for purchasing 
controlled substances through social media platforms. 

• Who may be purchasing controlled substances via apps? 
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Interview Topics
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Possible Motivations for Purchasing Online 
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“There are people 
who are partying, 
who can use and 
go on with their 
lives.”

“People are 
typically pursuing 
the same drug they 
were prescribed.”

“The people in 
question here are 
likely ‘sub-urbans’. 
[Street users] don’t 

go to an app.” 
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Factors that Facilitate Online Purchases

“[Buyers] don’t have 
to have therapy. 
There are all these 
hoops you have to 
jump through – 
financial or social [to 
get therapy]”

“Social media is 
the way kids are 
interacting so it’s 
the way they are 
going to interact 
around drugs.” 

“Rare that there is a 
transaction 
happening 

entirely on one 
Platform.”
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Safety Considerations

“People who are 
involved in addiction 
are concerned about 
the drugs, but they 
are never concerned 
about the danger.” 

“Social media 
provides 
legitimacy.” “They 
are able to use the 
mechanisms to 
vet.”

“There are some 
people who are 

absolutely unaware 
of the risks. They are 

unable to protect 
themselves because 
of the easy access.”

S
a
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Recommendations from Interviewees

“Even in the illicit 
market there is a lot 
of peer 
miseducation.” 

“The person selling 
may not know 
what they are 
selling. They got a 
reasonable bulk 
purchase on the 
darknet.” 

“Always center and 
focus on the 

patient/client.” 
“Educate them so 
that they are more 

equipped.”
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www.leavittpartners.com801-538-5082 

Offices in Salt Lake City and Washington, D.C. 

@LeavittPartners

At the Forefront of Navigating 
Change in Healthcare



Murray Aitken, MBA, MCom
IQVIA Institute for Human 
Data Science

Online Availability of 
 Controlled Substances



Copyright © 2019 IQVIA. All rights reserved. IQVIA® is a registered trademark of IQVIA Inc. 

in the United States and various other countries. 

Online Availability of 

Controlled Substances: 

A Snapshot

Murray Aitken, Executive Director, IQVIA Institute for Human 

Data Science

Luis Diestre, Professor IE University & CEO Translucent 

Datalab 

J u l y  2 5 ,  2 0 2 4
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IOP Sales Data: Methodology
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Big data techniques and multiple proprietary AI-based algorithms to: 
(a) map IOPs network and (b) estimate IOPs sales

Step 2: Obtain 

text & links
Step 1: Identify 

candidate domains
Step 3: Classify 

Domains (ML)

Step 4: Snowball 

sampling

Step 5: Map 

IOP network

Step 1: Obtain IOP 

monthly visits

Step 2: Estimate 

conversion rates

Step 5: Estimate 

IOP drug sales

Step 3: Obtain    

monthly purchases
Step 4: Aggregate

 & adjust purchases
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Controlled Substances sold 

through IOPs: Snapshot of 

current activity and trends
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Controlled Substances: Analyzed Molecules

ACETAMINOPHEN-CODEINE HYDROCODONE

ACETAMINOPHEN-HYDROCODONE HYDROMORPHONE

ACETAMINOPHEN-OXYCODONE KETAMINE

ALPRAZOLAM LORAZEPAM

AMOBARBITAL MEPERIDINE

AMPHETAMINE METHADONE

BENZPHETAMINE METHAMPHETAMINE

BUPRENORPHINE METHYLPHENIDATE

CARISOPRODOL MIDAZOLAM

CLONAZEPAM MORPHINE

CLORAZEPATE OPIUM

CODEINE OXYCODONE

CODEINE-GUAIFENESIN PENTOBARBITAL

CODEINE-PROMETHAZINE PHENDIMETRAZINE

DIAZEPAM SECOBARBITAL

DRONABINOL TAPENTADOL

EZOGABINE TEMAZEPAM

FENTANYL TESTOSTERONE

GLUTETHIMIDE TRIAZOLAM
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Controlled Substances: Availability in IOPs

About 25% of active IOPs are currently

selling controlled substances
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Controlled Substances: IOP Sales Volume

Sales volume through IOPs has climbed

significantly recently and represent over 3.5% 

of volume sold through legal channels
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Controlled Substances: IOP Sales’ Healthcare Impact

Drugs sold through IOPs are responsible for over 10% of total adverse 

drug reactions, which generates $43.1M extra healthcare costs per month

Drugs sold through IOPs generate around 8 times more adverse drug reactions
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Controlled Substances: Molecules IOP Sales Volume

Testosterone, Diazepam, and Alprazolam show the highest

average monthly IOP sales volume

327,036

27,236 19,777

5,970 5,577

4,074 4,059 3,524 3,229
1,946

1,343 1,244 821 742 504 374 229 225

Controlled Substances - IOP Sales Volume 
(average monthly prescriptions Jan-23 to Mar-24)
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Controlled Substances: Molecules IOP Volume Growth

Monthly growth fluctuates by molecule with a notable 

decline in ketamine volume recorded recently
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Controlled Substances sold 

through IOPs: Use of Data to 

Test Interventions
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Controlled Substances: IOP Sales Data for “Demand” Solutions
Test effectiveness of “One Pill Can Kill” educational campaign

A notable reduction of 80% (vs non-controlled) and 82% (vs other

controlled) has occurred in Fentanyl IOP sales volume after 24 months
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Q&A



Online Availability of
 Controlled Substances

Justin Macy, PharmD, JD
ASOP Global Foundation



FDA Online Controlled 
Substances Summit

Justin Macy, PharmD, JD
ASOP Global Foundation, Chair

NABP, Director of Innovation

July 25, 2024



ASOP Global is a nonprofit organization headquartered in Washington, D.C. with projects in the U.S., Canada, 
Europe, India and Asia.  ASOP Global is dedicated to protecting consumers around the world, ensuring safe access to 

medications, and combating illegal online drug sellers and counterfeit medicines.

ASOP Global Foundation is a charitable 501(c)(3) nonprofit, established in 2017 to further ASOP Global’s mission by 
supporting education programs that inform patients and healthcare providers of the public health risks of illegal 
online drug sellers and funding research to investigate innovate solutions to make the internet safer for patients

71



About NABP

Mission

The National Association of Boards of Pharmacy (NABP) is the independent, international, and impartial 
Association that assists its member boards in protecting the public health.

Vision

Innovating and collaborating today for a safer public health tomorrow.

NABP is governed by our Executive Committee, which consists of 4 officers and 8 members. We support and work 
with our members to protect the public health. Our members consist of the 50 United States state boards of 
pharmacy, as well as the boards in District of Columbia, Guam, Puerto Rico, the Virgin Islands, and 10 Canadian 
provinces. The boards of pharmacy are divided into 8 geographical districts to better consider important regional 
issues and communicate with regional boards. Our Constitution and Bylaws direct our operations and activities 
allowing us to follow our guiding principles.

https://nabp.pharmacy/about/executive-committee/
https://nabp.pharmacy/about/boards-of-pharmacy/
https://nabp.pharmacy/about/districts/
https://nabp.pharmacy/wp-content/uploads/Constitution-and-Bylaws.pdf


95%

20 Number of illegal online pharmacy websites that 
go live globally every day

Online “Pharmacy” 101

40,000 
websites that have been found selling 
prescription medicines online without a 
license and failing to comply with pharmacy 
practice standards 

Of these websites sell 
prescription-only medicines 
without a valid prescription

54%
Of these websites sell 

controlled substances, including 
codeine and oxycodone

Americans that have previously 
purchased medications from an 
online pharmacy for themselves or 
someone in their care

54%

85%
Currently use an online 
pharmacy to fill one or 

more medications 

61%
Currently use online 

pharmacies to purchase 
most, if not all, of their 

medications

71%
First started using 

online pharmacies in 
the last 1-3 years



Why Americans Buy Online

Convenience and cost-savings 
remain the most frequently cited 
reasons Americans have or would 
use online pharmacies

59%

55%

35%

27%

27%

17%

1%

17%

More convenient

Cost savings

Product Availability – the 

medication is not in stock at my …

Greater privacy

Product quantity

Product Availability – the 

medication is not approved for …

Other:

None of the above

Have you or would you purchase prescription medications 

from an online pharmacy because of… Select all that apply



https://buysaferx.pharmacy/ 75

Telehealth Visits and Prescriptions for Mental Health Disorders 
Rose Significantly during the PHE

• According to an IQVIA study, from 2019 to 2021, 
telehealth visits for Attention Deficit/Hyperactivity 
Disorder (ADHD) rose 21% and 28% for anxiety.

• This led to a 9.4% increase in prescriptions for 
ADHD treatments. 

• A separate report from Trilliant Health, also found 
that prescriptions for Adderall® for people ages 22 
to 44 increased by 15% between 2020 and 2021. 

• Prescriptions for mental health disorders also 
increased 7.6% in 2020 and another 5.5 % in 2021. 



CDC Warns of Stimulant Medication Disruptions and 
Counterfeit Risks

On June 13, the CDC Health Alert Network released 
a statement outlining potential disruptions to 
prescription stimulant medications, specifically 
ADHD medication.

• “On June 13, 2024, the U.S. Department of Justice 
announced a federal health care 
fraud indictment against a large subscription-
based telehealth company”

• “A disruption involving this large telehealth 
company could impact as many as 30,000 to 
50,000 patients ages 18 years and older across all 
50 U.S. states.”

https://emergency.cdc.gov/han/2024/han00510.asp
https://www.justice.gov/opa/pr/founderceo-and-clinical-president-digital-health-company-arrested-100m-adderall-distribution


Mental Health and Controlled Substances

• Mental health telemedicine start-ups offer 
online prescribing for controlled substances 
(eg, Adderall®, Ritalin®, Xanax®)

• Subscription models

• Social media advertising (eg, Instagram, 
TikTok)

• Complaints surface about advertising, 
prescribing practices, and access to 
professional care

• Investigations: Congressional, DEA, DOJ, 
and FTC





Many Americans Assume Online “Pharmacies” are 
Safe, Verified, and Regulated

• 54% of Americans falsely believe ALL WEBSITES offering healthcare 

services/prescription medications to Americans have been approved by the FDA or 
state regulators. 

• 68% of those with online pharmacy experience share this same misconception

• 44% of Americans falsely believe that online pharmacies do not need a prescription 

from a healthcare provider

• 53% of those with online pharmacy experience share this same misconception

• 47% of Americans falsely believe that only safe, verified websites selling prescription 

medications appear on the first page of search engine results

• 61% of those with online pharmacy experience share this same misconception



Increased Online “Pharmacy” Use is Leading  to 
Increased Harms

• 24% of those who have used an online 
pharmacy report having previously been exposed 
to harmful, counterfeit, or substandard medication 
they purchased online

• A 7-percentage-point increase from 2021

• 43% of Americans describe purchasing medicines online as either 

“Not too risky” or “Not risk at all”

• 12% Increase from 2021



Bad Meds Kill Real People 

Badge Tick1 with solid fill

Verify Before you Buy

Video camera with solid fill

@StopBadMedsWatch the PSA

https://youtu.be/nLbLXrQASCE
https://asopfoundation.pharmacy/patient-resources/verify-before-you-buy/
https://youtu.be/nLbLXrQASCE
https://www.instagram.com/stopbadmeds


DEA Finds Messaging and Social Media Platforms 
Used for Opioid Sales and Recruitment

In DEA’s 2024 National Drug Threat Assessment 
(NDTA), released in May, it noted cartels utilizing 
encrypted and open messaging applications, as well 
as social media platforms, to attract customers and 
advertise and sell illicit opioids. These platforms 
have also been found to be used as recruitment 
channels for couriers and dealers. 

This report comes a few weeks after DEA 
Administrator Anne Milgram’s remarks at a House 
hearing, emphasizing her agency’s concerns of 
cartels counterfeiting medications and selling them 
on social media and the need for social media 
platforms to adopt a “zero tolerance policy.”

ASOP Confidential 82

https://www.dea.gov/sites/default/files/2024-05/5.23.2024%20NDTA-updated.pdf


Real lives have been 
lost. Illegal digital drug 
sellers exploit 
platforms.



Online Availability of 
 Controlled Substances

Angie Hoth, PharmD, MPH
Reagan-Udall Foundation for the FDA



Research Snapshot

Preliminary Research

• Literature search

• Social media evaluation

• Interviews with thought leaders

Consumer Input

• Online polls – consumer perceptions & knowledge

• Listening sessions – consumer motivation & 
behaviors

Research Strategy

Research Questions

•What is the landscape?1

•Who is purchasing controlled 
substances (CS) online?2

•What motivates people to purchase 
online or via social media & what 
steps are taken to obtain CS?

3
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Key Findings: Social Media Evaluation,

Online Polls & Listening Sessions



Social Media

Demographics

• Younger age

• Social & economic 
stability

User Status

• Recreational/social, 
experimental or 1st 
time users

• Individuals who had 
previous legitimate 
reasons to access 
the substance

Open Market

• Controlled substances (CS) 
are being exchanged & 
purchased

• Social media (SM) as the 
primary communication tool

User-friendly Features
• Data encryption, 

disappearing posts & ease of 
creating new accounts

Inter-platform Strategy
• Begin transactions on one 

platform them move 
purchases to a secondary 
encrypted platform

• Recreation

• Self-medication

• Weight loss

• Step-down from 
illicit drugs

• Redistribution

Landscape Consumers Motivations



Online Polls

The majority of respondents recognized the risks of buying medication online or without a current 
prescription, but this was paired with low confidence in their ability to evaluate a medication or online 
environments’ safety or legitimacy.

RISK

74%  Somewhat/very risky to buy 
medication without a current prescription* 

71%  Risky/much more risky to buy CS 
without a current prescription*

CONFIDENCE

75%  NOT confident – safe, contain the right 
ingredients, contain the right amount of 
medication^

68%  NOT confident – could tell if a 
medication purchased online is fake^

60%  NOT confident – online pharmacy is 
licensed^

*December 2023 poll    ^October 2023 poll



Purchasing a controlled substance online 
even if the source is not trusted

Unable to obtain a prescription 
from a doctor or other prescriber

Cannot afford to go through a 
regular pharmacy

Cannot find the medication 
anywhere else

Fastest way to obtain the 
medication

Most private way to obtain the 
medication

All Respondents Age < 40 Age ≥ 40

December 2023 poll



Age is the strongest driver of behavior & 
perceptions of risk

Ever bought or thought about buying online:

28%

34%

19%

15%

9%

19%

67%

61%

76%

81%

90%

78%

5%

5%

5%

4%

3%

13%

21%

9%

8%

3%

9%

82%

73%

87%

88%

95%

87%

5%

6%

4%

4%

2%

4%

18-29

30-39

40-49

50-64

65+

Total

Any Medication A Controlled Substance

Yes No Unsure

0 100 0 100

October 2023 poll



Age is the strongest driver of behavior & 
perceptions of risk

Buying a controlled substance 
online* is neither more nor 
less risky according to

Buying any medication online* 
is risky according to

Buying a controlled substance 
online* is more risky according to

74%

83%

0% 20% 40% 60% 80% 100%

< 40

≥ 40

66%

77%

0% 20% 40% 60% 80% 100%
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Race/ethnicity also impacts behavior and 
perceptions of risk

Ever bought or thought about buying online:
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3%

3%
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15%
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Race/ethnicity also impacts behavior and 
perceptions of risk

Buying a controlled substance 
online* is neither more nor less 
risky according to

Buying any medication online* 
is risky according to

Buying a controlled substance 
online* is more risky according to

*without a current prescription
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Age & race/ethnicity impact confidence in 
judgement

How confident are you that you could tell if an online pharmacy is licensed?

30%

60%

10%

All Respondents

47%
37% 38%

26%
17%

34% 55% 53%
63% 77%

19%
8% 9% 11% 6%
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66%
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Age & race/ethnicity impact confidence in 
determining safety

How confident are you that prescription medications 
obtained online without a prescription are safe?

How confident are you that you could tell if 
prescription medications purchased online are fake?

22% 23% 20% 14% 7%

69% 68% 73% 79% 90%

9% 9% 7% 7% 3%

18-29 30-39 40-49 50-64 65+
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Listening sessions provided additional insights

Risk Awareness

Verifying Legitimacy Choosing an Online Channel to Use

Not all prescription controlled substances were 
considered equally risky to obtain online
• Opioids were considered most risky

• Concerned the opioid could be laced with another 
substance

• Stimulants viewed as safer to access online
• Less likely to worry about safety if the controlled 

substance was obtained from a friend or family member

• Recommendations from trusted family/friends
• Online reviews
• Knowing the source has many other users
• Advice from social media

• Using comments on posts as a way to read 
others’ first-hand reviews & experiences

• Patient groups

Motivations for Using Online Channels
• Supply chain issues
• Challenges getting a prescription from a licensed provider
• Cost of the medication
• Convenience

Having to visit multiple pharmacies to find the medication

Participants were most likely to check the physical pills or 
the prescription bottle for any indicators that their 
medication was, in fact, what they were prescribed to 
take
• Verification via online searches
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Purchasing Controlled Substances Online 
Without a Prescription

1. Multiple platforms are being used for 1 transaction

2. Online buyers are more likely to be < age 40 and have access to a 
smartphone, internet and electronic payment systems

3. Recognition of risk is paired with a low confidence in one’s ability to 
evaluate online environments’ or medications’ safety or legitimacy

4. Despite the low confidence in identifying risk, consumers will still 
opt for obtaining prescription controlled substances online without 
a prescription

5. Primary reasons for buying a controlled substance online include 
supply chain issues, cost, and unable to obtain a prescription from a 
health care provider



Online Availability of Controlled Substances

Panelists:

• Kaitlyn Brown, PharmD, DABAT, America’s Poison Centers
• Sean Fearns, Drug Enforcement Administration
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Strategies for “Digital Prevention” of 
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What we know:  
Controlled substances are still sold 
all over the Internet, endangering 
the public



Overview of the Online Illicit Drug 

Ecosystem

Analysis of Platform Policies and 

Practices Applicable to Illicit 

Substance Transactions

Review of Applicable Federal and 

State Laws that Impact Sale of Illicit 

Substances

Recommended Actions for 

Addressing Illicit Substance Sales 

Online

WE KNOW ALOT
 



Social 
Media 

e-commerce 

Internet 
search

Comms 
Platforms

Dark web

Shared Digital Risk 
Ecosystem



Digital Exposure → Risk

- Passive exposure to drug selling content:  Users may be exposed simply for engaging in online activity.  

They might join an online group, follow a certain user, get fed content due to searching for a hashtag, or 

get a comment or message directly from a drug dealer

- Search functions on platforms:  Users who actively search for “no prescription” or other terms to find 

drugs online via search engines, online pharmacies, or search functions on platforms (e.g., social media, 

messaging apps, etc.)

- Appealing marketing and products:  Drug dealers may use attractive images, memes, menus and 

appealing and interesting product features (e.g., different pill shapes, and variety of dyes/party packs), 

- Online groups and chats:  As users get more familiar with the online environment or experiment, they 

can join dedicated online and encrypted spaces for access to illicit drugs.

 

 

Passive

Active



What is being done:  
Content moderation, law 
enforcement action, push for 
platform accountability



SWOT Analysis? 
Strengths Weaknesses Opportunities Threats

Content 
Moderation

Removes content 

and limits 
digital exposure

Few consequences 

for 

seller/criminals 

(aka whack-a-

mole)

Sharing signals 

and building better 

models?

Inconsistent 

enforcement, 

privacy 

concerns?

Law Enforcement 
Efforts

Holds sellers 

accountable and 
ability to disrupt 
networks

Length of  time 

and needed 

resources to 

prosecute cases

Ability to address 

more systemic 

issues (e.g., 

precursor trade)

Resources, data 

access, and 

training

Platform 
Accountability

Can lead to 

changes in 

platform policies 

and actions. Can 
change the risk 
environment

Self-regulation, 

lack of  industry-

wide best 

practices, etc.

Policy change (new 

legislation, 

accountability 

standards), 

litigation, advocacy 

 These are also 
risks for 
platforms

But maybe 

nothing gets 

done!



What needs to be done:  
Changing the paradigm to focus on 
”whole-of-Internet” digital 
prevention against online drug 
selling



Key Point #1:  Better detection of drug selling ”signals”

• Whole-of-Internet signal surveillance:  Proactive 

detection of changes to emojis, codewords, 

marketing and selling tactics, and strategies 

used to exploit platform features

• Universal Blacklisting:  Sharing seller 

information signals across platforms (e.g., 

registration information, MAC addresses, IPs, 

other metadata) and applying consistent 

removal and blocking policies

• Off-platform? My problem?:  Exploitation of 

platform features off-platform (e.g., other social 

media sites, darkweb, etc.) is a platform’s 

problem.  Need to understand trends occurring 

outside your user environment



Key Point #2:  How and why do users interact with drug sellers?

• What is Appealing?:  What features of drug 

selling are appealing/misleading?  Incorporate 

these into signal detection and content 

moderation.

• Construct Digital Personas:  Develop personas 

for different types of controlled substance 

seeking and purchasing behavior



Key Point #3:  Developing digital prevention as good as drug selling

• Digital drug dealers target users:  We have 

observed drug dealers ”slide” into user 

discussions about substance use and targeting 

vulnerable populations (e.g., youth)

• Where is the counter messaging?:  Drug dealers 

regularly posts sales offers and drug availability, 

where is the targeted education and messaging 
to these same users/groups?

• We need precision-based digital prevention as 

good as targeted ads:  Platforms are experts at 

precision marketing, we need to spend the 

same time, $$$, and precision in removing CS 

content and replacing with health promotion 

and education

Where’s the 

health 

promotion?
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INTERVIEWS

• 21 young people with 

lifetime non-Rx pill use

• 43% female, 48% multiracial

• 897 young people, ages 15-

25 in Oregon

• 54% female, 64% White, 

15% Hispanic or Latino

ONLINE SURVEY

DATA 

COLLECTION 

PURPOSE

To better understand 

youth and young 

adults’ awareness, 

beliefs, and behaviors 

related to fentanyl and 

counterfeit pills.



Background: Why Share These Perspectives?What did participants share?

Current 

Information 

Sources

Trusted 

Information 

Sources

Information 

Content & 

Format



Current 
Information 

Sources

3%
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13%
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Trusted 

Information 

Sources

4%

5%
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7%
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16%
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30%
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Trusted 

Information 

Sources

You want someone with education 
specifically on the topic. For me, that 
would go to doctors who specifically 
work with clients who are addicted, 
maybe even MAT [Medication 
Assisted Treatment] professionals 
who know a lot and work first-hand 
with addicts every day.”



Information 
Content

Participants shared that they were 
interested in education including:

What forms fentanyl comes in and 
what it could be mixed into

The short-term and long-term effect 
of fentanyl on the body

Statistics on overdose rates and 
fentanyl prevalence

Overdose response training

Debunking common misconceptions



What have you heard 
about the chance of 

fentanyl being in the pills 
that you or your friends 

use?

I’d like to know the forms in which 
fentanyl comes in so I can be more 
aware.”

Just the facts, not a fear-based 
approach, but just like: ‘This is the 
effect of it, and this is the statistics 
that we have found.’”

Adding a layer of education, not only on 
what fentanyl is, how to respond to 
overdose, and what healthcare is 
actually helpful.”

Information 
Content



Participants shared that messaging could 
come in the form of: 

Short-content media: Instagram Reels, 
TikTok, or Facebook
Billboards with advertising: Fentanyl 
facts and statistics, Narcan access

They recommended content that was:

Tailored to youth populations

Quick and easily digestible 

Nonjudgmental

Harm reduction focused rather than 
abstinence based

Information 
Format



▪ Young people are open and interested in learning more 
about fentanyl, pills, and ways to stay safe 

▪ Top selected trusted sources include healthcare providers 
and state health authorities

▪ Young people recommend quick, non-judgmental, health 
promotion and harm reduction-focused messaging 
available via social media

Closing



Ethical oversight via OHSU Institutional Review Board (IRB# 17233)

Thank you!

▪ Carson Deahl, MPH

▪ Gillian Leichtling, BA

▪ Jiah Yoo, PhD

▪ Kyn Kappesser, MSW

▪ Mary Gray, PhD

▪ Soomin Shin, MA

▪ Todd Korthuis, MD, MPH

▪ Laura Chisholm, PhD

▪ Courtney Fultineer, MPH

▪ Judith Leahy, MPH

▪ Oregon’s Overdose Data To 
Acton Grant (CDC and OHA)

▪ State Opioid Response 
Grant (SAMHSA and OHA)

Erin Stack, MS

estack@comagine.org

We would like to thank our participants 
and partners (OHSU, OHA, and youth-

serving organizations).

mailto:estack@comagine.org


Scan the QR 

code for 

more 

information:



Perspectives from the Tech Sector

Panelists:
• Megan Jones Bell, PsyD, Clinical Director for 

Consumer and Mental Health, Google
• Amanda Plisner, Senior Manager, Proactive Trust 

and Safety Operations, Snap Inc.
• Ernest Voyard, Director, Public Policy, Meta



Closing Remarks
Marta Sokolowska, PhD
Deputy Center Director for Substance Use and 
Behavioral Health 
Center for Drug Evaluation and Research
U.S. Food and Drug Administration



Online Controlled Substances Summit

Thank you for attending!

The public meeting recording, transcript, and 
other materials will be available next week at 
reaganudall.org
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