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Due to the meeting size, your microphone and video will remain off
during the meeting.

This public meeting is being recorded. The slides, transcript, and
video recording will be available on the Foundation website.

Please share your questions and comments for the speakers using the
Zoom Q&A function.
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FOR THE FDA

12:30pm Welcome & Opening Remarks
12:40pm Evolving Threat

lpm Session 1: Research Updates and Trends

1:30pm Session 2: Human Impact of Online Access to Controlled Substances
2pm Session 3: Strategies for Intervention/Disruption

2:40pm Session 4: Global Perspective

3:15pm Closing Remarks

3:30pm Adjourn
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Why WeAre HereToday. The Human Cost

Ryan Haight died on February 12, 2001, at the age of
18 after buying Vicodin online. This led to the
passage of the 2008 Ryan Haight Online Pharmacy
Consumer Protection Act, which amended the
Controlled Substances Act.

www.fda.gov

Charlie Ternan died avlay 14, 2020, at
the age of 22, after ingesting a

O2 dzy 0 S NF SIA( LAt I NII2K
with fentanyl.



CDER Office of Compliance Mission

To shield the public from poaguality,
unsafe, and ineffective drugs
through proactive compliance
strategies and riskased enforcement

Organizational

aCti ons Excellence

www.fda.gov



Easy Online Access to Controlled Substances Threatens U.S. Consi

FDA issues
warning letter

FDA and DEA Warn Online Pharmacies lllegally

Selling Adderall to Consumers

Agency Committed to Using All Available Tools to Stop Online Businesses lllegally Selling
Potentially Harmful Drug Products to Consumers

April 12, 2022

www.fda.gov

FOUA

|

A Since January 2025, FDA fsssied 15
Warning Letters for the unlawful sale
of controlled substances to U.S.
consumers online

A Products cited: Opioids,
Benzodiazepines, Schedule Il
Stimulants

A Often sold without requiring a
prescription

A Non-medical and polysubstance use
are major concerns
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Evolution ofC5 ! Qa FDA

Online Opioid and Controlled Substances Summit_

by stakeholders

Laid foundation for the
adoption of concrete steps

D et

evolving landscape

@ 2018 Online Opioid Summit @ 2021 Online Opioid Summit @ 2024 Online CS Summit

! Expanded stakeholder
participation and encouraged
enhanced collaboration, in
addition to addressing the

Highlighted key themes:
Consumer Access,
Communications, Partnershipg,
and Compliance
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Focused on the role of
registries and registrars
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Identified four recurring themes to ensurg
that we were able to effectively
communicate, coordinate, and collaborate
through a holistic approach

@ 2019 Online Opioid Summit @ 2023 Online CS Summit

www.fda.gov
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Online Controlled Substances Summit Participants
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www.fda.gov

Social media

Search engines

Online marketplaces
Payment processors
Registries and registrars
Academia

International groups

Federal agencies

Trade and dvocacy
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Examples of Successes

Google Now Deindexing Some Web Pages Based on FDA's Administrative
Agency Findings

A new Google policy calls for such dem::lexmg based on administrative agenc'_n,r findings—uwithout a court
order—in cases where the agency is “charged with protecting consumers’ physical safety from harm by
products or services that they consume.”

GRIDS convenes 5th international meeting with Public-Private
Partners for prevention of dangerous substance trafficking through
the Internet

Instagram will send a pop-up about opioid
addiction support if you search certain hashtags

_____

\ stagone

Facebook to redirect users searching for

N\

e ﬂYouTube ——_ -
~~~~~~~~~~~~~~~~~ e

opioids to federal crisis help line

FDA NEWS RELEASE

Federal Government Announces New Pilot
Program to Help Stop lllegal Availability of
Unapproved Opioids Online

f Share | W Tweet | in Linkedin | % Email | & Print

For Inmediate Release:  June 08,2020

The U.S. Food and Drug Administration and the National Telecommunications and
Information Administration (NTIA) are launching a 120-day pilot to help reduce the
availability of unapproved opioids illegally offered for sale online.
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2024 Online Controlled Substances Summit Critical Insic

www.fda.gov

Key Themes

Consumer
Access

Communications

Compliance

Current Challenges

Consumers, including patients, are
motivated by disparate needs for
CS (medical use, self-medication,
and non-medical use)

or having the intended impact

Online demand for CS is being
met by unapproved and/or
counterfeit drugs, which may be
unsafe or ineffective, and thus
threaten public health

Opportunities for
Public Health Intervention

Develop tailored public health interventions
that address the issue from a holistic
perspective, including patient access to
prescribed CS and consumer demand

Identify and equip trusted messengers to
amplify effective, evidence-based messages for

intended audiences

Empower collaborators to engage in proactive,
voluntary efforts that complement FDA's
rission to protect public health

FOA.
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Collaboration is Esential b

"

#OnlineCSSummity

#D'r xgOverdoseCrisis

#Savelives ﬁ(
#YouthSaIe/tD
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FOA

Investigative Focus

A The FDA' Office of Criminal Investigations, Cybercrime Investigations Program,
conducts criminal investigations across the entire internet landscape

I Rogue Online Clear Web Pharmacies
I Darkweb Marketplace Vendors

I Social Media Applications

I Encrypted Chat Applications

A Our Investigative Focus

I Counterfeit drugs which pose significant overdose risk
A Synthetic opioids, counterfeit Adderall, counterfeit Xanax

I Misbranded or adulterated FDA regulated products
I Foreign unapproved medical products

AUTHENTIC

oxycodone %5 o
! M30 tablets )
e -\

. l )

b L\'\ |
*FAKE

oxycodone M30 tablets
containing fentanyl
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OperationRapTOR

A Joint Criminal Opioid and Darknet Enforcement (JCODE)
Operation

I International Darknet Operation targeting traffickers of
counterfeit pills, opioids, and other illicit goods

I Operations touch the US, Europe, South America, and Asia

20



Dperatiﬂn Ra anr OPERATION RESULTS

The Joint Criminal Opioid and Darknet Q
Enforcement [JCODE) Team and Europol’s

latest international operation against drug 270 $200 M
s BRRNg R G

on the Darknet.

ey @ @
Netherlands
2.3 MT 181
United Kingdom & Metric tons of illicit Firearms
drugs seized seized
Bl * United States
: France
Spain
Brazil
South Korea

0Pe20060280060=
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Operation Double OH

A FDA Office of Criminal Investigations operation to combat the emerging threat
of synthetic 7-Hydroxymitragynine (7-OH)

I Criminal Exploitation
A Online Markets : Sold via high-risk internet pharmacies and dark web marketplaces

A LabelingFraud : Frequently mislabeled as fnatur al Kr a
bl endo, or Amood enhancero

I Online Activity Analysis Snapshot

A Reddit : Online posts mentioning 7-OH have increased exponentially over the last 12
months. Posting in June 2024 saw an estimated 187 mentions of 7-OH, compared to
19,744 mentions in June 2025. Calendar year 2025 has seen an average of 17,622
monthly post mentioning 7-OH.

22



Questions?

SOM Jake Ellis

Headquarters

301-844-1386
Jacob.ellis@fda.hhs.gov
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Professor & Associate Chair Founder
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Research Consultant




WHO BUYS

COUNTERFEIT
MEDS?

AND WHY??

SALEEM ALHABASH
Professor & Associate Chair / Associate Director

Department of Advertising Center for Anti-Counterfeiting
and Public Relations and Product Protection

MICHIGAN STATE UNIVERSITY




UNDERSTANDING THE
COUNTERFEIT
ECOSYSTEM

A
i '

l Prac={X
Y A
(4‘""& 2o A
B 7 ¥
O\ A5
4 .";i > ol
(N




A AR
28
@57

F1D) COUNTERFEM - = COUNTERFEITING IMPACT

Q“"-:,') ECOSYSTEM

>
N

Global Communities Health &
Economy Around the Well-Being
World
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$992B
I

2022

2025 =asb

Counterfeit E-/Social
Market Commerce Market
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$200-%$413B 1.5M
annual sales counterfeit
of counterfeit medication
medications units seized
by CBP in
2023

COUNTERFEITING IMPACT

50% of all meds
sold online are
counterfeit &
97% of online

pharmacies
operate illegally

1M deaths annually
attributed to
_counterfeit
medications; including
250K children who die
from taking fake
malaria and pneumonia
meds
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Law Enforcement

Collaborative efforts among
brand owners, law enforcement,
and platforms (!) for seizures and
take-downs

Supply Chain
Complexity

Increasing complexity due to
explosive volume and velocity of
counterfeit supply.

Mission
.22l IMmpossible

Enhanced competence of

~ counterfeiters renders anti-
counterfeiting efforts near
impossible to contain

Tech Solutions

Identifying counterfeit supply
chain and tracking the prevalence
of counterfeit products online
and offline (e.g., track & trace,
smart packaging, blockchain, etc.)




8%%%%%@5#“* FOCUS ON CONSUMERS

ECOSYSTEM

THE
CONSUMERS
ARE

KNOWLEDGE
GAPS

A deep understanding of

consumers is necessary for THEY

designing and implementing
effective consumer education BUY

and awareness-raising anti- COUNTERFEITS

counterfeit campaigns and
efforts



UNDERSTANDING THE

COUNTERFEIT RAISE YOUR HAND!

Never havel ever....

-— e - - - - e e . -—— - - - - - - e e e e .
- — -_— - — -_——

faccepted a friend \ fC|ICked on a suspicious 1\
| request on social media ! . link sent to your email |
\ from someone you did ! | and immediately !
\not know in real life? \regretted it? t
N Y O E—— s
P P N
/sopened a suspicious Y :downloaded/used a Y
| attachment sent to \ /6pi r piece ofo ‘,
\ your email from a !\ content (e.g., movie, !
\stranger? L \song, Image)? L
__________________ 7 ___________________/
------------------ ~ ATTTITTTTOTTTTTET
:bought a product from :shared private N
.ashady website , e- ', . information online or A
‘commerce or soual ! \ with someone you d o n Ot
\media platform? By \ know or fully trust? /:
~N
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17B=1,000,000,000,000GB (TRILLION!) 175ZB
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Source: Data Age 2025, sponsored by Seagate with data from IDC Global DataSphere, May
2020



«,". COUNTERFEN e DATA AND INFORMATION

Q&) ECOSYSTEM

X To store the i e n tGlowalkDatasphere on DVDs, then y 0 u liade a
stack of single layer Blu-ray Discs that could get you...

to the moon
q) .99 .99.992.°0.99.99.°02.°0.°%_ °_%°0_°
_g w‘ w\ \_‘.\ w.j“ \_;; \.‘.\ w\ 'w_‘.\ w\‘l‘ \\ w_‘.\
e

1 ; 52 B circle earth

V)

2 2 =
=

To download all that data... it would take one person 1.8 BILLION years
to do it or 81 days if everyone on earth pitched in and worked non-
stop!

Source: Data Age 2025, sponsored by Seagate with data from IDC Global DataSphere, May 2020
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DATA AND INFORMATION

In 2020, IDC estimated that, on average, each 4909
person connected to the Internet in the world will
have over 4,900 digital touchpoint (engagements)

every single day; t h arbughdy...

A Migital interaction every 18s econds o

2010

584
2015

1426

2020 2025

Source: Data Age 2025, sponsored by Seagate with data from IDC Global DataSphere, May
2020
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and there are alot of

BAD ACTORS
out there!




COUNTERFEM - CONSUMER BEHAVIOR
ECOSYSTEM - _
a few observations

With the democratization of the Internet (including social media),
platforms are likened to social organisms that evolve beyond
their original purpose ,usheringé o r g a nthasamesh®@ sum of
human -algorithm interactions

Motivations Ranked

[rank-ordering of platform use motivations from most-agree to least-agree]

£ o [ @]

Convenience Entertainment Entertai n;n;nt

ing Ti X i [ii ] i i ]

nce [0 ® in ing Time X

i g i 5— ing Time Convenience &

s = . jence ing Time X ience i =

Entertainment Convenience Convenience e | e | s | i

: . . SocialInteraction ¢ Medium Appeal » Surveillance ©® Stay in the Loop @)

Passing Time Medium Appeal Photos oy v | = | T | =
vicuiui i1 Appceai rassiily runie wicuidin Appeal :::’:Im S:y-inmulm-g g; I:nﬂ:nl j:::u ?_

. . . Medium Appeal » Escapism " Connection/Caring &% Connection/Caring o

Photos Self-Expression Passing Time e olhe—21K 1 | o

Information Sharina Information Sharina Self-Fxnression ats 5 JReeivees 3 ) frecyess S Y Jeews O

i Amemm. [ Information w- ? Self-Expression &

Self-Expression Social Interaction E | 2 o | B 2 &

. . . . . v > ‘Atention Seekir ) Self- oo %, = %,

Social Interaction Self-Documentation - Social Interaction = | o s | z

Self-Documentation Photos (elisen siedae. Information Sharing ot £ [t _ e e &
Ie——
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e\.e). COUNTEREET CONSUMER BEHAVIOR
a few observations

Though digital platforms are accessible for free, users
place considerable value on their digital presence, thus
Indicating a deep psychological (and physical) attachment
to social and digital media

How much
money would you

need to give up 1Day (S1) 3 Days (S1) 1Week (S1)  Student (S2) Community (S2) MTurk (S3)
Facebook ?
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a few observations
Social and digital media use is...

. OO

Automatic Habitual/ Passively
Ritualistic Addictive

Psychophysiology and
| % ¥ cye-tracking study of
@ . = iy organic social media

‘= il USE!
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¥ a few observations
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On average, participants switched
from one segment to another
every 10 seconds

8
SECONDS
AND...

THE AVERAGE ATTENTION ~ THE AVERAGE ATTENTION THE AVERAGE ATTENTION
SPAN OF A HUMAN IN SPAN OF A HUMAN SPANOF A

2000 NOW GOLDFISH
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@t LUDERSTANDING CONSUMER BEHAVIOR

X&) ECOSYSTEM i
CFD &, a few observations

‘w

Q.f/

>
o 1 w
c O
x 2 0
T ©
c <
£° -1

-2

-3

T10 T9 T8 T7 T6 T5 T4 T3 T2 T1
0.03 )
g M\
% 0.02 §|
% e 001 - .:‘
= =
c®© 0.00
o £
9 001
£
) -0.02
-0.03
T10 T9 T8 T7 T6 T5 T4 T3 T2 T1

10 seconds of heart rate and skin conductance level change prior to pressingthefil i k e 0

button simulateanfi or i ernd 9 maaorshe ® Wh &t t response, which is automatic,
nearly unconscious, and happens over a short period of time (fast).
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e\.e). COUNTEREET CONSUMER BEHAVIOR
a few observations

What happens online... does not stay online. In a post-
digital world, online behaviors reflect and influence offline
behaviors... and when normative perceptions are aligned
with risky behaviors, chances are, humans will engage in
such risky behaviors
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K 59) a few observations

INTENTIONS TO
CONSUME ALCOHOL

t(139.89) =5.43, p <.001,
Cohed».90
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COUNTERFEM - CONSUMER BEHAVIOR
a few observations
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COUNTERFEM - CONSUMER BEHAVIOR
ECOSYSTEM _ _
a few observations

Risks are everywhere and they manifest themselves in new
forms and influences as technology use evolves and
deepens into the fabric of our lives.
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Medium ©Q sen % wic Y sonn
= m Magazine TV News Culture Tech Munchies Rec Room Music Waypoint Shop Newsletters © ¢ ©
Al Got Me to File the Divorce Tocn
Petition in My Abusive Marriage ‘He Would Still Be Here’:
R Man Dies by Suicide
§) commtnnas o After Talking with Al

Chatbot, Widow Says

Without artificial intelligence (AI), I don'’t think I'd have finally filed for
divorce.

You read that right. AI played the vital, final role in moving me toward

ending this abusive marriage.

https://www.vice.com/en/article/man-dies-by-suicide-after-talking-with-ai-chatbot-widow-says/

https://medium.com/@BernardMichaels/ai-got-me-to-file-the-divorce-petition-in-my-abusive-marriage-f0d33e9320d9
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ACTIONABLE
INSIGHTS

Consumers i globally and inthe UST are gravitating
toward online marketplaces to buy different kinds of
medications, with demographic and psychographic
Individual differences that come at play.

Though the convenience of buying medications
online is valid, the availability of counterfeit
medications increases the risks associated with this
behavior, especially that convenience motives are not
the chief drivers of this behavior... instead, i ttldes
necessity of getting medications whent h e ynotr e
available or consumers have limited access to them.
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Online Controlled Substance Purchases:
Consumer and Patient Trends
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Internet Medicine Sales:

AWhy Do Consumers Go Online?

COST CONVENIENCE ACCESS



Contributing Trends

A Historic Shift to Buying Medicine Online
A 52% of U.S. adults have used an online pharmacy
A A 10% increase compared to 2021, and 17% increase from 2020

A A rise in patient harm

A 24% of Americans who have purchased medicine online report receiving harmful,
counterfeit, or substandard products

A Policy has normalized remote access (for now)

A U.S. telemedicine flexibilities that allow Schedule Vv prescribin%via telehealth without a
rior in-person exam remain in effect through Dec 31, 2025, with DEA/HHS pursuing longer

erm rules

A Shortages and access gaps push consumers online o -
AAUJI t Rt qUUaqt qRUGzGcUqlt e GGH! WI Rt 1 2GaqRYUt Wel1IJKON
many patients to look beyond local pharmacies
A Sales channels keep shifting
A Increasingly use of social media/encrypted messaging and crypto payments



Soclal Media Threat

Contents lists available at ScienceDirect

Health policy

journal homepage: www.elsevier.com/locate/healthpol

Purchase of prescription medicines via social media: A survey-based
study of prevalence, risk perceptions, and motivations

Charlotte Moureaud®'*, John Hertig"?, Yao Dong®? lago S. Muraro®% Saleem Alhabash°

3AbbVie, 1 N. Waukegan Road, North Chicago, IL 60064, United States
® Butler University, 4600 Sunset Ave, Indianapolis, IN 46208, United States
€ Michigan State University, 404 Wilson Road, East Lansing, MI 48824-1212, United States




Controlled Substances and Social Media

A1,002 participants, with 730 reviewed (met inclusion/exclusion criteria)
A Mean age 38.0 (SD 11.5)
A 63.7% male, 35.4% female
A Insurance coverage: 85.8%.
A Social media use: 52.0% spend 12 hours/day; 29.4% spend 34 hours/day

APurchases online in the past 12 months (% of the full sample)
A Narcotics (e.g., oxycodone, hydrocodone, fentanyl, etc.): 54.6%
A Stimulants (e.g., Adderall®, Ritalin®): 52.0%
A Sedatives (e.g., Xanax®, Valium®, Ativan®): 29.6%



Contemporary Consumer Considerations

AA series of macrelevel forces are driving the growth and sophistication
of illegal online drug sellers:
A Tariffs and Trade Frictionsincreased costs create incentives for counterfeiters
to exploit price disparities.
Alnsurance Loss & Underinsurance Patients unable to afford legitimate
medications are pushed toward cheaper, unregulated options.

A Artificial Intelligence: Enables rapid creation of fake websites, SEO
manipulation, and automated consumer engagement via chatbots.

A Social Commerce & Influencer Ads Bypasses traditional pharmacy guardrails
to market directly to consumers.

A Shortages:in high-profile drugs create lucrative opportunities for
counterfeiters.

A Cross-Border Importation: Leverages foreign jurisdictional shields to evade
enforcement.

A Modern Payment & qugistics Crypto, peerto-peer transfers, and micre
|

fulfillment networks facilitate illegal transactions.



Key Takeaways

AContinued increase in ecommerce/online controlled substance
purchasing

AOnline pharmacies can be a safe (and potentially coseffective)
chaqlll U¢ qR2I1JWaq Yadepl YA TaR o ReVLLGES G LWMSH | HRRAXT A L
thoroughly vetted
AEducated consumers take less risks; more education is needed
Ami 6131 JWT YW! YaWNRWqW! Yel WaWi RAcqRYUe
AA global issue resulting in serious negative impact on public health and
patient safety, especially with controlled substances
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