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Housekeeping

Due to the meeting size, your microphone and video will remain off 
during the meeting. 

This public meeting is being recorded. The slides, transcript, and 
video recording will be available on the Foundation website.

Please share your questions and comments for the speakers using the 
Zoom Q&A function.



TodayƐs Agenda (Eastern Time) 

12:30pm  Welcome & Opening Remarks

12:40pm  Evolving Threat

1pm       Session 1:  Research Updates and Trends

1:30pm  Session 2:  Human Impact of Online Access to Controlled Substances

2pm        Session 3:  Strategies for Intervention/Disruption 

2:40pm  Session 4:  Global Perspective

3:15pm  Closing Remarks

3:30pm Adjourn



Introductory Remarks

Grace Graham, MPP
Deputy Commissioner for Policy, Legislation, and 
International Affairs
U.S. Food and Drug Administration



Sangeeta Chatterjee, PharmD

Acting Director, Office of Drug Security, Integrity, 
and Response, CDER Office of Compliance
U.S. Food and Drug Administration

Evolving Threat



2025 Online Controlled Substances Summit
 Reducing the Availability of Controlled Substances Online 

Sangeeta Vaswani Chatterjee, PharmD

Acting Director

Office of Drug Security, Integrity, and Response

Office of Compliance

Center for Drug Evaluation and Research

September 11, 2025 8
www.fda.gov
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Why We Are Here Today: The Human Cost

Ryan Haight died on February 12, 2001, at the age of 
18 after buying Vicodin online. This led to the 
passage of the 2008 Ryan Haight Online Pharmacy 
Consumer Protection Act, which amended the 
Controlled Substances Act.

Charlie Ternan died on May 14, 2020, at 
the age of 22, after ingesting a 
ŎƻǳƴǘŜǊŦŜƛǘ άtŜǊŎƻŎŜǘέ Ǉƛƭƭ ǘƘŀǘ ǿŀǎ ƭŀŎŜŘ 
with fentanyl. 

www.fda.gov
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CDER Office of Compliance Mission

To shield the public from poor-quality, 
unsafe, and ineffective drugs 
through proactive compliance 
strategies and risk-based enforcement 
actions

www.fda.gov
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Easy Online Access to Controlled Substances Threatens U.S. Consumers

ÅSince January 2025, FDA has issued 15 
Warning Letters for the unlawful sale 
of controlled substances to U.S. 
consumers online
ÅProducts cited: Opioids, 

Benzodiazepines, Schedule II 
Stimulants
ÅOften sold without requiring a 

prescription
ÅNon-medical and polysubstance use 

are major concerns

www.fda.gov

April 12, 2022
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Evolution of C5!Ωǎ
Online Opioid and Controlled Substances Summits

2018 Online Opioid Summit

2019 Online Opioid Summit

2021 Online Opioid Summit

2023 Online CS Summit

2024 Online CS Summit

Laid foundation for the 
adoption of concrete steps 
by stakeholders

Focused on the role of 
registries and registrars

Expanded stakeholder 
participation and encouraged 
enhanced collaboration, in 
addition to addressing the 
evolving landscape

Highlighted key themes: 
Consumer Access, 
Communications, Partnerships, 
and Compliance

Identified four recurring themes to ensure 
that we were able to effectively 
communicate, coordinate, and collaborate 
through a holistic approach

www.fda.gov
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Online Controlled Substances Summit Participants

www.fda.gov

o Social media 

o Search engines 

o Online marketplaces 

o Payment processors 

o Registries and registrars

o Academia

o International groups 

o Federal agencies 

o Trade and advocacy
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Examples of Successes

www.fda.gov
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2024 Online Controlled Substances Summit Critical Insights

www.fda.gov
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Collaboration is Essential

www.fda.gov

#OnlineCSSummit

#DrugOverdoseCrisis

#YouthSafety

#SaveLives



Jake Ellis

Senior Operations Manager
Office of Criminal Investigations
U.S. Food and Drug Administration

Evolving Threat



U.S. Food and Drug Administration
Office of Inspections and Investigations

Office of Criminal Investigations

Jake Ellis

Senior Operations Manager

September 2025 

www.fda.gov
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Investigative Focus

Å The FDA ï Office of Criminal Investigations, Cybercrime Investigations Program, 

conducts criminal investigations across the entire internet landscape

ï Rogue Online Clear Web Pharmacies

ï Darkweb Marketplace Vendors

ï Social Media Applications

ï Encrypted Chat Applications

ÅOur Investigative Focus

ï Counterfeit drugs which pose significant overdose risk
Å Synthetic opioids, counterfeit Adderall, counterfeit Xanax

ï Misbranded or adulterated FDA regulated products

ï Foreign unapproved medical products
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Operation RapTOR

ÅJoint Criminal Opioid and Darknet Enforcement (JCODE) 
Operation

ïInternational Darknet Operation targeting traffickers of 
counterfeit pills, opioids, and other illicit goods

ïOperations touch the US, Europe, South America, and Asia
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Operation Double OH-7
Å FDA ï Office of Criminal Investigations operation to combat the emerging threat 

of synthetic 7-Hydroxymitragynine (7-OH)

ïCriminal Exploitation

ÅOnline Markets : Sold via high-risk internet pharmacies and dark web marketplaces

ÅLabeling Fraud : Frequently mislabeled as ñnatural kratom extractò, ñall naturalò, ñherbal 

blendò, or ñmood enhancerò

ïOnline Activity Analysis Snapshot

ÅReddit : Online posts mentioning 7-OH have increased exponentially over the last 12 

months. Posting in June 2024 saw an estimated 187 mentions of 7-OH, compared to 

19,744 mentions in June 2025. Calendar year 2025 has seen an average of 17,622 

monthly post mentioning 7-OH.
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Questions?

SOM Jake Ellis
Headquarters
301-844-1386

Jacob.ellis@fda.hhs.gov



Research Updates & Trends

Saleem Alhabash , PhD
Professor & Associate Chair
Michigan State University

John Hertig, PharmD
Founder  

Hertig Healthcare Advising, LLC

Angie Hoth, PharmD
Research Consultant

FDA Foundation



WHO BUYS

COUNTERFEIT
MEDS?
ANDWHY?

SALEEM ALHABASH
Professor & Associate Chair / Associate Director of Research



UNDERSTANDINGTHE
COUNTERFEIT 
ECOSYSTEM



COUNTERFEITINGIMPACT

Global 
Economy

Communities 
Around the 

World

Health & 
Well -Being

UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM



ACGR = 
30.7%

$992B

2022 2030

E-/Social 
Commerce Market

2.3%
$467B

$8.5T

COUNTERFEITINGIMPACTUNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

2025
Counterfeit 
Market



COUNTERFEITINGIMPACTUNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

$200-$413B
annual sales 

of counterfeit 
medications

1.5M
counterfeit 
medication 
units seized 
by CBP in 

2023

50% of all meds 
sold online are 
counterfeit & 
97% of online 
pharmacies 

operate illegally

1M deaths annually 
attributed to 
counterfeit 

medications; including 
250K children who die 

from taking fake 
malaria and pneumonia 

meds



Law Enforcement
Collaborative efforts among 
brand owners, law enforcement, 
and platforms (!) for seizures and 
take -downs

Tech Solutions
Identifying counterfeit supply 
chain and tracking the prevalence 
of counterfeit products online 
and offline (e.g., track & trace, 
smart packaging, blockchain, etc.)

Supply Chain 
Complexity
Increasing complexity due to 
explosive volume and velocity of 
counterfeit supply.

Mission 
Impossible
Enhanced competence of 
counterfeiters renders anti-
counterfeiting efforts near 
impossible to contain

COUNTERFEITINGIMPACTUNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM



KNOWLEDGE 
GAPS

A deep understanding of 
consumers is necessary for 
designing and implementing 

effective consumer education 
and awareness-raising anti-
counterfeit campaigns and 

efforts

WHO
THE 
CONSUMERS 
ARE

WHY THEY 
BUY
COUNTERFEITS

FOCUS ON CONSUMERS
UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM



accepted a friend 
request on social media 
from someone you did 
not know in real life?

RAISE YOUR HAND!
UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

Never haveI ever....
clicked on a suspicious 
link sent to your email 
and immediately 
regretted it?

opened a suspicious 
attachment sent to 
your email from a 
stranger?

downloaded/used a 
ópiratedôpiece of 
content (e.g., movie, 
song, image)?

bought a product from 
a shady website , e-
commerce, or social 
media platform?

shared private 
information online or 
with someone you donôt 
know or fully trust?



online risks are 
EVERYWHERE

UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM



UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

IS IT A DATA/ 
INFORMATION 

PROBLEM?

OR A PEOPLE

PROBLEM?



DATA AND INFORMATION
UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM
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Source: Data Age 2025, sponsored by Seagate with data from IDC Global DataSphere, May

2020

175ZB1ZB = 1,000,000,000,000GB (TRILLION!)

45ZB



UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

175ZB

DATA AND INFORMATION
To store the ñentireGlobal Datasphere on DVDs, then youôdhave a 
stack of single layer Blu-ray Discs that could get you...

ti
m

e
s

ti
m

e
s

to the moon

23
circle earth

222
To download all that data... it would take one person 1.8 BILLION years
to do it or 81 days if everyone on earth pitched in and worked non -
stop!

Source: Data Age 2025, sponsored by Seagate with data from IDC Global DataSphere, May 2020



DATA AND INFORMATION
UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

2010 2015 2020 2025
Source: Data Age 2025, sponsored by Seagate with data from IDC Global DataSphere, May

2020
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In 2020, IDC estimated that, on average, each 

person connected to the Internet in the world will 

have over 4,900 digital touchpoint (engagements) 

every single day;thatôsroughly...

ñ1digital interaction every 18secondsò



DATA AND INFORMATION
UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

and there are a lot of

BAD ACTORS

out there!



UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

With the democratization of the Internet (including social media), 
platforms are likened to social organisms that evolve beyond 
their original purpose , ushering óorganismsôthat are the sum of 
human -algorithm interactions

CONSUMER BEHAVIOR

a fewobservations



UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

Though digital platforms are accessible for free, users 
place considerable value on their digital presence, thus 
indicating a deep psychological (and physical) attachment 
to social and digital media

How much 
money would you 
need to give up 
Facebook ?

1Day (S1) 3 Days (S1) 1Week (S1) Student (S2) Community (S2) MTurk (S3)
0

500

1000

1500

2000

2500

1522
1690

1923
2076

1139

1921

CONSUMER BEHAVIOR

a fewobservations



CONSUMER BEHAVIOR
UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

a few observations
Social and digital media use is...

Automatic Habitual/ 
Ritualistic

Passively 
Addictive

Psychophysiology and 
eye-tracking study of 
organic social media 
use!



UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

CONSUMER BEHAVIOR

a fewobservations

On average, participants switched 
from one segment to another 
every 10 seconds



UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM
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10 seconds of heart rate and skin conductance level change prior to pressing the ñlikeò 
button simulate anñorientingresponseòor the ñWhatisit?òresponse, which is automatic, 
nearly unconscious, and happens over a short period of time (fast).
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UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

What happens online... does not stay online. In a post -
digital world, online behaviors reflect and influence offline 
behaviors... and when normative perceptions are aligned 
with risky behaviors, chances are, humans will engage in 
such risky behaviors

CONSUMER BEHAVIOR

a fewobservations



UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

CONSUMER BEHAVIOR

a few observations

2.02

1.23

INTENTIONS TO
CONSUME ALCOHOL

t(139.89) = 5.43, p <.001,

Cohenôsd = .90
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CONSUMER BEHAVIOR

a fewobservations



UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

55%
45%

73%

27%

Ȗ2(1)= 4.20, p < .05,

CramerõsV = .19

CONSUMER BEHAVIOR

a few observations



UNDERSTANDINGTHE 
COUNTERFEIT 
ECOSYSTEM

CONSUMER BEHAVIOR

a fewobservations
Risks are everywhere and they manifest themselves in new 
forms and influences as technology use evolves and 
deepens into the fabric of our lives.

https://www.vice.com/en/article/man-dies-by-suicide-after-talking-with-ai-chatbot-widow-says/

https://medium.com/@BernardMichaels/ai-got-me-to- file-the-divorce-petit ion-in-my-abusive-marriage-f0d33e9320d9

http://www.vice.com/en/article/man-dies-by-suicide-after-talking-with-ai-chatbot-widow-says/
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participants

Australia



90% 88% 84%

83% 85% 76%

46% 45% 55%

43% 47% 47%

DESCRIPTIVEANALYTICS
PREVALENCE

Prescription 
Medications

Over-the -Counter 
(OTC) Medications

Vitmans & 
Supplements

2025 GLOBAL 
COUNTERFEIT MEDS 
CONSUMERSURVEY

BRICK & MORTAR 
PHARMACY

ONLINE 
PHARMACY

Prescription 
Medications

Over-the -Counter 
(OTC) Medications

Vitmans & 
Supplements



26% 23% 29%

17% 19% 15%

23% 20% 29%

15% 18% 12%

DESCRIPTIVEANALYTICS
PREVALENCE

2025 GLOBAL 
COUNTERFEIT MEDS 
CONSUMERSURVEY
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Vitmans & 
Supplements
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Vitmans & 
Supplements

2025 GLOBAL 
COUNTERFEIT MEDS 
CONSUMERSURVEY
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Prescription 
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(OTC) Medications
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Supplements
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ACTIONABLE
INSIGHTS

Consumers ïglobally and in the USïare gravitating 

toward online marketplaces to buy different kinds of 

medications, with demographic and psychographic 

individual differences that come at play.

Though the convenience of buying medications 

online is valid, the availability of counterfeit 

medications increases the risks associated with this 

behavior, especially that convenience motives are not 

the chief drivers of this behavior... instead,itôsthe 

necessity of getting medications when theyôrenot 

available or consumers have limited access to them.
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Online Controlled Substance Purchases: 
Consumer and Patient Trends

John B. Hertig, PharmD, MS, CPPS, FASHP, FFIP



Internet Medicine Sales: 

ÅWhy Do Consumers Go Online?

CONVENIENCE
 

ACCESSCOST



Contributing Trends

ÅHistoric Shift to Buying Medicine Online
Å52% of U.S. adults have used an online pharmacy
ÅA 10% increase compared to 2021, and 17% increase from 2020 

ÅA rise in patient harm
Å24% of Americans who have purchased medicine online report receiving harmful, 

counterfeit, or substandard products 
ÅPolicy has normalized remote access (for now)
ÅU.S. telemedicine flexibilities that allow Schedule IIтV prescribing via telehealth without a 

prior in-person exam remain in effect through Dec 31, 2025, with DEA/HHS pursuing longer-
term rules 

ÅShortages and access gaps push consumers online
ÅÂĲƖƚŔƚƣĲŰƣШƚƣŔůƨũċŰƣШƚƨƓƓũǃШĬŔƚƖƨƓƣŔŸŰƚШыĲЮŊЮЯШůŔǂĲĬШċůƓőĲƣċůŔŰĲШƚċũƣƚољ ĬĬĲƖċũũњьШőċƻĲШũĲĬШ

many patients to look beyond local pharmacies
ÅSales channels keep shifting
ÅIncreasingly use of social media/encrypted messaging and crypto payments



Social Media Threat



Controlled Substances and Social Media
Å1,002 participants, with 730 reviewed (met inclusion/exclusion criteria)
ÅMean age 38.0 (SD 11.5)
Å63.7% male, 35.4% female
ÅInsurance coverage: 85.8%.
ÅSocial media use: 52.0% spend 1т2 hours/day; 29.4% spend 3т4 hours/day

ÅPurchases online in the past 12 months (% of the full sample)
ÅNarcotics (e.g., oxycodone, hydrocodone, fentanyl, etc.): 54.6%
ÅStimulants (e.g., Adderall®, Ritalin®): 52.0%
ÅSedatives (e.g., Xanax®, Valium®, Ativan®): 29.6%



Contemporary Consumer Considerations

ÅA series of macro-level forces are driving the growth and sophistication 
of illegal online drug sellers: 
ÅTariffs and Trade Frictions: Increased costs create incentives for counterfeiters 

to exploit price disparities. 
ÅInsurance Loss & Underinsurance: Patients unable to afford legitimate 

medications are pushed toward cheaper, unregulated options. 
ÅArtificial Intelligence: Enables rapid creation of fake websites, SEO 

manipulation, and automated consumer engagement via chatbots. 
ÅSocial Commerce & Influencer Ads: Bypasses traditional pharmacy guardrails 

to market directly to consumers. 
Å Shortages: in high-profile drugs create lucrative opportunities for 

counterfeiters. 
ÅCross-Border Importation: Leverages foreign jurisdictional shields to evade 

enforcement. 
ÅModern Payment & Logistics: Crypto, peer-to-peer transfers, and micro-

fulfillment networks facilitate illegal transactions. 



Key Takeaways

ÅContinued increase in e-commerce/online controlled substance 
purchasing
ÅOnline pharmacies can be a safe (and potentially cost-effective) 
ċũƣĲƖŰċƣŔƻĲШƣŸШƣƖċĬŔƣŔŸŰċũШљĤƖŔĦť-and-ůŸƖƣċƖњШƓőċƖůċĦŔĲƚЯШĤƨƣШůƨƚƣШĤĲШ
thoroughly vetted

ÅEducated consumers take less risks; more education is needed 
ÅљìőĲƖĲШĬŸШǃŸƨШŊĲƣШǃŸƨƖШůĲĬŔĦċƣŔŸŰењ

ÅA global issue resulting in serious negative impact on public health and 
patient safety, especially with controlled substances
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